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DDoS attacks cause significant service disruptions
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Amplified Reflection DDoS (AR-DDoS)
AR-DDoS attacks turn servers into reflectors that amplify the amount of 
traffic sent by the attackers


Attacks typically work on transaction-based protocols in which servers 
respond to client requests over UDP (e.g., DNS, NTP, etc.)


Existing in-network defenses use transaction IDs in packet headers to match 
legitimate requests and responses
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DNS Requests
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+--+--+--+--+--+--+--+--+--+--+

|          ID = 5           |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+—+--+--+--+--+--+--+--+--+--+

DNS request header includes a unique transaction ID



DNS Responses
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+--+--+--+--+--+--+--+--+--+--+

|          ID = 5           |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+--+--+--+--+--+--+--+--+--+--+
|              …              |
+—+--+--+--+--+--+--+--+--+--+

DNS response header includes a uses the same ID as the request



Strawman AR-DDoS Defense
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ID: 8

ID Count

We can track the 
number of times 
we’ve seen an ID
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ID Count
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We can track the 
number of times 
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Strawman AR-DDoS Defense
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ID Count

8 1

If we’ve seen a 
request with the ID in 
the response, we 
classify it as legitimate

ID: 8



Strawman AR-DDoS Defense
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ID Count

8 0

If we’ve seen a 
request with the ID in 
the response, we 
classify it as legitimate

ID: 8

We decrement the count for 
each legitimate response, to 
keep the count up to date



Strawman AR-DDoS Defense
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ID Count

8 0

If the count is zero for 
an ID, the response is 
dropped

ID: 8



Challenges of AR-DDoS Defenses
In-network defenses running on programmable hardware must grapple with 
significant resource and computational limitations


Performance of defenses maintaining per-ID counts is sensitive to attack 
volume because responses alter the saved state 

State-of-the-art defenses block legitimate traffic when routing is asymmetric
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Existing AR-DDoS Defenses
Bloom Filters keep 
track of previously-
seen transaction IDs, 
without storing the IDs

Bloom Filters are a 
compact, probabilistic 
data structure to 
accurately measure set 
membership
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Z. Liu, et al. “Jaqen: A high-performance switch-native approach for detecting and mitigating volumetric DDoS attacks with 
programmable switches.” USENIX Security Symposium, 2021,



Existing AR-DDoS Defenses
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Counting 
Bloom Filter
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When a request arrives, the 
switch computes indexes by 
hashing the ID, along with 
src and dst IPs

f(id, srcIP, dstIP)
g(id, srcIP, dstIP)
h(id, srcIP, dstIP)



Existing AR-DDoS Defenses
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f(id, srcIP, dstIP)
g(id, srcIP, dstIP)
h(id, srcIP, dstIP)

When a request arrives, the 
switch computes indexes by 
hashing the ID, along with 
src and dst IPs

Counts at each index are 
incremented

Counting 
Bloom Filter



Existing AR-DDoS Defenses
When a response arrives, the switch 
checks the filter using a hash of the 
ID and IPs in the header
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If there was a (non-attack) 
request with the same ID, the 
values in the filter will be > 0

Not an attack
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f(id, dstIP, srcIP)
g(id, dstIP, srcIP)
h(id, dstIP, srcIP)Counting 

Bloom Filter



Existing AR-DDoS Defenses
We decrement the counts for each 
response (to remove stale data)
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Counting 
Bloom Filter



Existing AR-DDoS Defenses
If at least one of the counts is 0, the 
response is dropped
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Counting 
Bloom Filter

Attack!



Challenges of AR-DDoS Defenses
In-network defenses running on programmable hardware must grapple with 
significant resource and computational limitations


Performance of defenses maintaining per-ID counts is sensitive to attack 
volume because responses alter the saved state 

State-of-the-art defenses block legitimate traffic when routing is asymmetric
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Challenges of AR-DDoS Defenses
In-network defenses running on programmable hardware must grapple with 
significant resource and computational limitations


Performance of defenses maintaining per-ID counts is sensitive to attack 
volume because attack responses alter the saved state 

State-of-the-art defenses block legitimate traffic when routing is asymmetric
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Attack traffic affects performance
Due to hash collisions, attack 
packets can affect counts of 
legitimate IDs
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Due to hash collisions, attack 
packets can affect counts of 
legitimate IDs
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Attack traffic affects performance
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Legitimate responses are incorrectly 
dropped as attacks when their 
counts are incorrectly decremented

Attack traffic affects performance



Challenges of AR-DDoS Defenses
In-network defenses running on programmable hardware must grapple with 
significant resource and computational limitations


Performance of defenses maintaining per-ID counts is sensitive to attack 
volume because attack responses alter the saved state 

State-of-the-art defenses block legitimate traffic when routing is asymmetric
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Challenges of AR-DDoS Defenses
In-network defenses running on programmable hardware must grapple with 
significant resource and computational limitations


Performance of defenses maintaining per-ID counts is sensitive to attack 
volume because responses alter the saved state 

State-of-the-art defenses block legitimate traffic when routing is asymmetric
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Asymmetric traffic is blocked
If the switch hasn’t seen a request, 
the Bloom Filter does not get 
incremented
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Asymmetric traffic is blocked
If the switch hasn’t seen a request, 
the Bloom Filter does not get 
incremented
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Asymmetric traffic is blocked
If the switch hasn’t seen a request, 
the Bloom Filter does not get 
incremented
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Legitimate responses are 
treated as attacks



Even if this only happens occasionally, this is a significant roadblock to 
getting AR-DDoS defenses adopted in practice


Network operators and ISPs need a solution that blocks most attack traffic 
while still allowing legitimate traffic with minimal disruption
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Defenses block legitimate traffic



ReAct
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ReAct: a practical DDoS solution
ReAct is an attack mitigation strategy that works for both symmetric and 
asymmetric traffic


The key insights are: 


When a switch sees a request, it will send it to the switch that will see the 
matching response


Switches dynamically learn where responses are processed


Only requests can alter the state of the Bloom Filters


ReAct implements an efficient sharing mechanism to reduce communication 
overhead
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ReAct

B

A0
0
0
1
0
1
0
0Bloom Filter

ReAct uses non-counting Bloom Filters

If a switch has seen a 
request ID at least once, 
the value in the filter is 1
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ReAct

B

A0
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1Bloom Filter

ReAct uses non-counting Bloom Filters

If a switch has seen a 
request ID at least once, 
the value in the filter is 1

Set to 1
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ReAct

B
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Switches keep track of where 
responses are processed

Src IP Prefix Response switch

10.168.0.0/16 B
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ReAct

B
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If the response will be 
handled by a different switch, 
ReAct duplicates and 
forwards the request to that 
switch

Src IP Prefix Response switch

10.168.0.0/16 B
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Set to 1
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ReAct

B

A

Switches query the filter 
upon receiving a response
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The switch processing the 
response has up-to-date 
measurements

Entries > 0?
Not an attack
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ReAct - Attack
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Responses only query, not 
alter, the filter

Entries > 0?

ReAct performance is 
agnostic to attack volume



ReAct
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How ReAct is implemented
Broadcast mechanism for sharing requests if we don’t know where 
responses are processed ahead of time


Rotating sliding window of Bloom Filters that are periodically cleaned of 
stale data to maintain high accuracy rates
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ReAct

B

A

If a switch doesn’t know where 
the response is processed, it only 
forwards it to the destination
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ReAct
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If the response is asymmetric, 
it will initially be dropped
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ReAct

B

A

If the response is asymmetric, 
it will initially be dropped
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ReAct

B

A

After a timeout, the 
requester will retransmit the 
original request
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ReAct

B

A

If the request was seen before, the 
switch detects a retransmission and 
broadcasts it to all switches
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We identify a request as a 
retransmission if the Bloom 
filter values are all 1
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ReAct

B

A

If the request was seen before, the 
switch detects a retransmission and 
broadcasts it to all switches
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ReAct

B
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Src IP Prefix Response switch
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ReAct only broadcasts upon 
retransmission to avoid 
unnecessary broadcasting of 
symmetric traffic
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ReAct

B

A

When a switch receives a 
response to a broadcasted 
request, it triggers an update to 
the broadcasting switch
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Entries > 0?

Broadcasted ID?



48

ReAct

B

A

When a switch receives a 
response to a broadcasted 
request, it triggers an update to 
the broadcasting switch

Src IP Prefix Response switch

Record prefix and 
switch ID
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ReAct

B

A

When a switch receives a 
response to a broadcasted 
request, it triggers an update to 
the broadcasting switch

Src IP Prefix Response switch

10.168.0.0/16 B

Record prefix and 
switch ID
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ReAct

B

A

When a request from the 
broadcasted prefix arrives again, 
ReAct does not need to 
broadcast

Src IP Prefix Response switch

10.168.0.0/16 B

Future legitimate responses for 
that prefix will not be dropped



How ReAct is implemented
Broadcast mechanism for sharing requests if we don’t know where 
responses are processed ahead of time


Rotating sliding window of Bloom Filters that are periodically cleaned of 
stale data to maintain high accuracy rates 

Responses don’t update state, so we need an alternative mechanism to 
remove out-of-date information
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Sliding Window Boom Filters
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Set to 1



Sliding Window Boom Filters
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Set to 1



Sliding Window Boom Filters
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Set a Bloom Filter 
bit to 0



Sliding Window Boom Filters
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Entries > 0?



Sliding Window Boom Filters
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All entries in a single filter > 0?



Sliding Window Boom Filters
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After every  seconds, we rotate the Bloom filters (4 seconds in our simulations)α
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Sliding Window Boom Filters

0
0
0
1
0
1
0
1

0
0
0
1
0
1
0
1

1
0
0
1
0
1
1
1

0
0
0
0
0
0
0
0

Read Read Write/ReadClean

After every  seconds, we rotate the Bloom filters (4 seconds in our simulations)α

Periodically rotating through the structures allows ReAct to remove 
stale data without utilizing responses
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ReAct
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Evaluating ReAct
(1) Does ReAct effectively block malicious DNS traffic?


(2) Does ReAct block legitimate traffic?


(3) Does ReAct cause high overhead?


(4) Is ReAct performance consistent under high attack load?

60

Evaluated on simulated 
programmable switches

Evaluated on an NVIDIA 
Bluefield-3 
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Evaluated on simulated 
programmable switches

Evaluated on an NVIDIA 
Bluefield-3 



Evaluating ReAct
(1) Does ReAct effectively block malicious DNS traffic? 

Yes! ReAct blocked over 97% of attack traffic on average in our 
simulations

62

Evaluated on simulated 
programmable switches



Does ReAct block legitimate traffic?
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At the beginning, ReAct 
switches have to learn 
where responses are 
processed by 
broadcasting requests



Does ReAct block legitimate traffic?
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Initial legitimate 
asymmetric responses 
are dropped, but are 
correctly forwarded after 
request broadcasting

At the beginning, ReAct 
switches have to learn 
where responses are 
processed by 
broadcasting requests



Does ReAct cause excessive overhead?
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At the beginning, ReAct 
switches have to learn 
where responses are 
processed by 
broadcasting requests



Does ReAct cause excessive overhead?
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While switches are 
learning, they broadcast 
up to 40% of requests 
in our simulations

Once they learn, they 
need to broadcast < 10% 
of requests, which are 
falsely identified as 
retransmissions due to 
hash collisions
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ReAct: AR-DDoS Mitigation
Solutions that only target symmetric traffic are too risky to implement in real 
networks because they can cause service disruptions


ReAct is a practical solution for DDoS mitigation that reliably serves both 
symmetric and asymmetric legitimate traffic


ReAct successfully blocks over 97% of attack traffic on average, regardless 
of its symmetry


ReAct is open source! We have implementations 

for the Intel Tofino and NVIDIA Bluefield-3
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https://github.com/davidhay1976/react_infocom2026 

https://github.com/davidhay1976/react_infocom2026
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Simulation Setup - Tofino
We simulate two Intel Tofino switches with the Lucid interpreter


A switch receives 7000 DNS requests per second, with random transaction 
IDs, source IPs, and destination IPs


An attacker injects 70,000 forged responses per second


Experiments run for 30 seconds, with 4 bloom filters of 217 bits per switch
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Simulation Setup - Bluefield-3
Client sends r DNS requests per second with random transaction IDs and 
source ports


Local BIND9 DNS server responds from its cache


Attacker injects a forged responses per second with random transaction IDs 
and destination ports


Experiments run for 1 minute on 14 ARM cores in the BF-3, each with two 
filters of sizes 213 bits
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Does ReAct stop attacks?

73

% of symmetric 
traffic

Average % of 
attack traffic 

stopped

30%

50%

70%



Does ReAct stop attacks?
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% of symmetric 
traffic

Average % of 
attack traffic 

stopped

30% 97.5%

50% 97.5%

70% 97.9%

ReAct effectively 
stops over 97% of 

attack traffic, 
regardless of traffic 

symmetry



Limitations + Future Work
We don’t always have a unique ID maintained across retransmissions

‣ If we don’t know where the response was processed, we ask all measuring 

devices if they’ve seen a response from that source


ReAct can add extra delay because of retransmissions, especially at the beginning, 
while learning where requests are processed

‣ But if we reduce the number of retransmissions, it introduces extra overhead by 

inducing extra coordination between measurement devices

‣ We need to carefully time this coordination to make sure it only happens when 

the network isn’t already busy

‣ The control plane can also aid in coordination, to reduce data plane overhead


ReAct can add extra delay because of retransmissions, especially at the beginning, 
while learning where requests are processed
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